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Tonight”s Goals

- Understanding basic landscape of IT compliance
- Understanding some SOX fundamentals
- Lessons learned to apply to future SOX projects

- Application of lessons learned to all types of IT
compliance projects

- Importance of solid PM principles, especially for
IT compliance projects

IT Compliance Legislation

FERPA - The Family Educational Rights And Privacy Act
originally created in 1974 and updated in 1997 puts
pressure on educational organizations to protect th e
confidentiality of all student academic and personal data
or else face the loss of federal funding.

HIPAA - The Health Insurance Portability and Accountability
Act of 1996 began placing increasing pressure on aimost
all healthcare organizations to ensure the confidentiality,
integrity, and availability of health information o r else face
substantial civil and criminal penalties.

GLBA - The Gramm-Leach-Bliley Act in 1999 forced financial
institutions to protect the confidentiality of cust omer
information or else face civil and criminal
penalties.




IT Compliance Legislation cont.

SEC 17a4 — SEC regulations affecting banks, securities
firms, stock brokerage firms, and any financial ingitutions
that deal in the trading of securities of any type must
retain copies of records (including e-mail, instant
messages) for six years with two years “easily accssible”
or pay heavy fines. Recent $8M fines for five bank.

SOA - Sarbanes-Oxley Act of 2002 (SOX) requires all pblicly
traded companies to attest that effective controls are in
place ensuring the integrity of their financial rep orting
data including all information technology systems t hat
could impact that data or else face both civil and criminal
penalties.

Risk Management & CIA

What is CIA? Three elements of risk management:
— Confidentiality

— Integrity

— Availability

» Risk = the threat of loss of one of the elements

« Each type of legislation requires a company to examine
risks from different perspectives

» Each element of CIA must be examined carefully to
identify risks

» Controls that mitigate a risk to one element may no t
mitigate the risks to other elements




What is SOX all about?

* Federal legislation developed out of the turmoil
caused by Enron, Wandioom, and otiher fimancial
“iimeguikaties™

— Intended to protect investors by placing heavy bur den on
management to ensure financial data provided is accurate

— Both criminal and civil penalties are possible for the CEO and
CFO of public companies

* SOX requires:
— Accurate financial data reporting

— Effective controls performed, monitored, tested,
and audited on a regular basis that ensure the

financial data integrity .

What are Controls?

» Policies, processes, procedures, or tools that help to
mitigate one or more risks
* Primary SOX Controls
— Financial Controls
— IT General Controls (ITGC or GCC)
— Application Controls
* Automaited comtrolls
— ERP credit limit checking
— Date field restrictions on shipping entries
* MDM — IT-dependent manual controls
— Aging report used for manual JE
— Commission database

— GL consolidation spreadsheet with
complex formulas & macros




Control Types

* Preventive
— Reduce the likelihood of the defined risk from occ urring

— Example: Credit checking upon entering a sales order into ERP
system

Detective

— Determine that a defined risk has occurred so that it can be
researched and any errors can be corrected

— Example: Reviewing entered sales orders for ordeis that
exceed customer credit limits

Automated

— Credit checking is performed by ERP system
* Manual
— Credit checking is performed by human

Terminology & Hierarchy

Risk (Control Objective) — defined by management

« Control Activity — defined by management,
performed by staff & management

— Evidence - defined by management, produced by
staff & management

* Momitorimg — defined by management,
performed by management

—Testing — defined by management, performed
by unbiased party

» Auditing — defined by external auditor and
industry best practices,
performed by external
auditor




Example Risks

* Risk = Without adequate physical security enforced,
unauthorized individuals may access systems and modfy
financial data.

* Risk = Without proper tools and technology to prote ct
network-connected devices and systems, data could be
compromised.

* Risk = Failed or incomplete batch jobs or on-line
transactions could produce unplanned and
undiscoverable data integrity errors in financial
data systems.

* Risk = Without backup data being saved and securely
stored, production data loss or corruption
could result in the inability to accurately
recreate financial data records.

Example Control Activities

* CA = The organization follows a documented system
development life cycle (SDLC) methodology that
considers the security and processing integrity
requirements of the organization.

* CA = Programs, systems, data, and other information
resources are protected from viruses, worms, Trojan
horses, and other automated security breaches using
up-to-date anti-virus tools on all clients and servers.

+ CA =Batch processes are monitored every day to
ensure successful completion. Failed jobs are
investigated and fixed in a timely manner.




Example Evidence

E = Completed access request form approved by
appropriate functional and IT management

E = Daily backup log showing success, failure, actbn
taken, and root cause — signed or initialed by staff.

E = Weekly anti-virus report showing how many
systems have upto-date virus signature files — signed
or initialed by staff.

E = Terminated employee removal form completed by
all critical system owners.

E = SDLC requirements and testing documents signed
by functional process owners and management

SOX Project Planning

Identify the critical systems — all data streams and data
repositories that contain or access financial data

— Networks, computer systems, databases, interfaces

Identify risks to critical systems

— Both malicious and accidental alteration should be considered
Develop/adopt ITGC framework

Identify/create ITGC, Automated, & ITDM controls to address
all critical systems

Create evidence of control operation
Create process for management to monitor evidence

Unbiased individuals test internal controls for eff ective
evidence and monitoring

Auditors review internal test results, perform
independent testing, review reasonable of risks
identified and controls developed




What is SOX Project Success?

Companies strive to receive no “sigmificamt
deficiencies” @r “matenial weaknesses” relkzied to
their internal controls over financial reporting fr om
their external auditor.

If“mattenial weaknesses” are flowndl, iit is essemtizl
that they receive a clean, unqualified opinion on t he
financial statements themselves, otherwise the
company will receive sanctions and/or penalties
from the SEC.

SlingStonelT’s ITGC Framework

Security & Access Control

— i.e. Physical security, network security, applicaion access controls

Program Development & Change Control

— i.e. Application change management, infrastructure change
management

System Management & Operations

— i.e. Backupl/restore, batch jobs, patch management

IT Planning & Governance (entity level, control

environment)

— i.e. Strategy/vision, project management, organizational structure,
training, job descriptions, policies & procedures




Disasters & SOX

« Business Continuity Planning
— To continue doing business during and after a disaster occurs
« Disaster Recovery Planning

— To respond to a disaster when it occurs so that business may
again resume and lives and/or capital can be salvaged

« Backup/Restore Process

— To ensure accurate data can be restored in case ofdisaster,
failure, error, attack, or corruption

* Note: Only Backup/Restore is required for SOX!

SOX Example — Data Center Security

« Framework Area = Security & Access Controls
* Process = Physical Security, Sufprocess = DC Security

+ Risk = Without adequate physical security enforced,
unauthorized individuals may access systems and modfy
financial data.

+ Control #1 = Only authorized individuals may access Data
Center facilities, systems, or data.

« Control Activities
— Visible badges required at all times
— All visitors must sign-in log and be escorted
— Access is restricted by card key system

— Access is approved by management and limited to only required
personnel

— Access is removed promptly upon termination of
employment or job transfer

— Cameras record and monitor all activity




SOX Example — Data Center Security o

Control Activity

Test/Evidence

Visible badges required at all
times

Written Badge Policy, Signed Badge
Policy, Observation/Inquiry

All visitors must sign-in log and
be escorted

Written Visitor Policy, Signed Log,
Reviewed Log, Obsv./Inquiry

Access is restricted by card key
system

Security Guard Walk-around Logs,
Observation/Inquiry

Access is approved by
management and limited to
only required personnel

Written Access Policy, Access List
Review, Signed Access Approval
Forms, List of Job Functions

Access is removed promptly
upon termination of
employment or job transfer

Access List Review, Terminated or
Transferred List, Signed Removal or
Change Form

Cameras record and monitor
all activity

Archived video, Observation/Inquiry

Practice Exercise

Laptop contains company financial data.

 What are some risks?

 What are some controls?

« What evidence can | show?
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SOX 2004 Lessons Learned

+ Use these projects as opportunities for positive change,
not just a regulatory burden — find the hidden value

— Create a synergistic plan for SOX with other projects and
compliance efforts

« Don't think like Y2K - this is forever!

+ Executive and mid-level management involvement and
ownership is not only key for project and audit success

* Involve owners but educate everyone

* Requires serious resource commitment
— May need to reprioritize other projects!

SOX 2004 Lessons Learned cont.

» Create controls not merely policies - controls should be
able to be evidenced

« Define risks then controls then evidence

— don't forget to define specific evidence, try to v isualize the
evidence

— does it provide management with assurance that things are
working?

* Create a sound framework to make the concept easier to
explain and organize

* Think of security in a broad, layered approach
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SOX 2004 Lessons Learned cont.

« Don't get carried away with operational controls
unless they add value to your business

- Don't forget that general computer controls are by their
definition "general" and do not apply to specific f inancial
controls directly

+ ldentify all critical systems, even the ones that IT does not
usually support

— Don't forget to include 3 ™ party apps, services, and processes

+ Business Continuity Planning and Disaster Recoveryare
not in scope - backup & restore is in scope

- Don't forget App and ITDM controls

SOX 2004 Lessons Learned cont.

» Talk to auditors frequently - but push back when needed

« Create a realistic and comprehensive project plan with
numerous phases and tasks

« Don't plan arbitrary completion dates

— good project management allows you to schedule onl y what you
can reasonably predict

— if you can't estimate it, don't set unrealistic ex pectations

* Use a knowledgeable, trusted partner — it really makes a
huge difference!

— For SOX financial consulting, please contact:
e Swenson Advisors www.swensonadvisors.com
» Macias & Ryanwww.maciasryan.com
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Compliance Project Management
Keys to Success

* Scope Management

— May skip project selection but definitely create charter
Create a scope statement and scope management plan
Create a WBS— even if it will change due to unknowns
Get formal acceptance of scope from management and auditors
Manage changes to scope carefully and consistently
+ Time Management

— Define activities and sequences, especially dependencies
Create plenty of interim milestones
Focus on nearest milestones dates
Be flexible on further milestone dates
Have plenty of schedule updates

Compliance Project Management
Keys to Success cont.

* Cost Management

— Resource planningis extremely difficult and volatile — be flexible, ge t
commitments, and have backup resources

— If time permits, consider life-cycle costing — what will be the on-going TCO
for these processes once in place?

— If time permits, consider value engineering — can we get more
business/operational benefits from this project rather than merely
achieving compliance?

e But don't let operational improvements distract from the goal!

— Cost estimating is extremely difficult because until you've gotten thr ough
the first round of evaluation and testing, there are too many unknowns

« Utilize partners with more experience to provide some a nalogous

estimating
» Create bottom-up estimates as you enter each new
phase with reasonably accurate data

* EVM will be difficult due to estimate variance
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Compliance Project Management
Keys to Success cont.

* Quality Management
— Quality planning and quality assurancedo not strictly apply, though their
principles are in effect throughout the process

— Quality control methods should be used to inspect and sample work done
at intervals to ensure consistent and effective results
« Human Resources Management

— Leadership will be required — compliance is painful and will be resisted even
by its initial supporters

— Define the organizational plan and authority levels in advance through a
staffing management plan!

— Create responsibility assignment matrix — this is key for larger projects!
— Consider staff acquisition issues (outsourcing, etc.)
— Don't ignore team development

* MBOs, leadership power sources

 Conflict management — be prepared

« |dentify your team members roles
and styles

Compliance Project Management
Keys to Success cont.

« Communications Management
Have a communications management plan — who, what, when, how
 Stakeholders include: staff, consultants, management, executive
steering committee, audit committee, external audit ors
 Get it defined in advanced to avoid “communication power
struggles” during the project
— Consider methods of communication — when is e-mail acceptable,
when is a phone call appropriate — think of approvals and proof of
authority issues
— Run effective meetings! Keep the audience limited to ONLY those
necessary for the meeting topic! Prepare updates in advance of
meetings, don't use meetings to update the plan!

— Have kickoff meeting! Have more than one if
necessary for multiple teams and/or locations!
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Compliance Project Management
Keys to Success cont.

* Risk Management
— Develop a basic risk management plan - Quantify risk of failure

» For IT compliance projects, this should probably b e part of your
basic charter or scope statement

— Risk response planningprovides guidance for dealing with risks in
general — these techniques will help within the proj ect itself

» Avoidance, transference, mitigation, acceptance

— Just because IT compliance projects focus on risk,don’t forget to
identify risks to the project itself

 Losing key personnel

e Change compliance standards

« Differing auditor opinions

 Lack of executive ownership
— Plan your workaroundd

Compliance Project Management
Keys to Success cont.

« Procurement Management
— Project success may require purchasing:
e Compliance expertise — consulting, software, tools
« Infrastructure changes — hardware, software, appliances
» Software changes — development services, integration tools
< Documentation — software repositories, archival too Is
 Integration Management
— Integrated change control
« Influence positive future changes
« |dentify past changes

» Coordinate changes affect on scope, time,
and budget
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Compliance Project Management
Keys to Success cont.

* PMP Professional Responsibility
— Adhere to state and federal laws as well as_company policies
— Balance stakeholder interests— investors are the ultimate
stakeholder but others should be considered as well
— Maintain project integrity — there are ways to “cir cumvent”
compliance laws and regulations — don’t do it, even if you can!

What's Coming Next?

- ERM-—Enterprise Risk Management

* COSO defines ERM—"Emntenmise nigk mamagement is a
process, effected by an entity’s board of directors,
management and other personnel, applied in strategy
setting across the enterprise, designed to identify
potential events that may affect the entity, and ma nage
risk to be within its risk appetite, to provide rea sonable
assurance regarding the achievement of entity
objectives.”

+ COSO ERM categories

— Strategic
— Operations
— Reporting
— Compliance
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What's Coming Next? cont.

* Will concepts like EVM become more prevalent in ord er
to accurately represent the financial projections, levels of
effort, and work completed claimed by companies?

+ How will stockholders, investment firms, credit agencies,
and others react to Sarbanes-Oxley audit results?

— Last month, Moody'’s Investor Service released ther opinion on
adverse SOX results and how it relates to their credit ratings.

— Moody’s defines Category A and B material weaknesses

Recap —Did we achieve our goals?

- Understanding basic landscape of IT compliance
- Understanding some SOX fundamentals
- Lessons learned to apply to future SOX projects

- Application of lessons learned to all types of IT
compliance projects

- Importance of solid PM principles, especially for
IT compliance projects
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